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Identificaton of leaked data in firms
ABSTRACT:


We study the following problem: A data distributor has given sensitive data to a set of supposedly trusted agents (third parties). Some of the data is leaked and found in an unauthorized place (e.g., on the web or somebody’s laptop). The distributor must assess the likelihood that the leaked data came from one or more agents, as opposed to having been independently gathered by other means. We propose data allocation strategies (across the agents) that improve the probability of identifying leakages. These methods do not rely on alterations of the released data (e.g., watermarks). In some cases we can also inject “realistic but fake” data records to further improve our chances of detecting leakage and identifying the guilty party.
Category
  
Microsoft ASP.NET Based Web Application

Objective   


The objective of the system is to detect when the distributor’s sensitive data has been leaked by hackers, and if possible to identify the agent that leaked the data.
Existing System

The Existing System can detect the hackers but the total no of cookies (evidence) will be less and the organization may not be able to proceed legally for further proceedings due to lack of good amount of cookies and the chances to escape of hackers are high.
Proposed system
In the Proposed System the hackers can be traced with good amount of evidence. In this proposed system the leakage of data is detected by the following methods viz.., generating Fake objects, Watermarking and by encrypting the data.
Modules:   In this project we have 5 modules:
Module1


: Administrator Module
Module 2


: Employees Module 

Module 3


: Identification of leaked data.
HARDWARE AND SOFTWARE REQUIREMENTS

Software Requirements:

Language         

 :  ASP.NET, C#.NET 
Technologies    

 :  Microsoft.NET Framework
IDE                   

 :  Visual Studio 2008
Operating System           :  Microsoft Windows XP SP2 or Later Version
Hardware Requirements:
Processor


: Intel Pentium or more
RAM



: 512 MB (Minimum)
Hard Disk 


: 40 GB
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